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E-SecureZone Alarm Management System is the ideal
solution for assisting the surveillance of sites
protected by CCTV and perimeter protection systems,
especially in case of a large number of fix or PTZ
cameras and many kilometers long fences and high
number of intrusion detectors (for example infra
barrier, PIRs, glass break sensors, REED relays, etc.)
The client workstation of E-SecureZone displays the
map of the site and automatically shows alarm events
and live camera footages related to the alarmed area
in real-time, executes preprogrammed actions to
make the security work of the operator easier and
more efficient.

Hence the operators don’t have to find the location of
the alarms and they don’t have to remember that
which cameras are observing the area of the alarm,
but they can immediately perform countermeasures
and start to eliminate the emergency situation,
because everything is showed automatically on the
monitors in real-time, including the recommended
procedure that belongs to the event.
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« Automatic perimeter security alarm management
» Building security management

= Alarm camera pop-up

= Alarm PTZ camera control

= Graphical alarm display

- Alarm text notification

« SQL database-driven alarm management

= IP camera support
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E-SecureZone integrated security and intrusion
detection system has been developed by Erando Ltd.
itself. It provides continuous, visual system monitoring
with online site map display for the operators. The
management software is designed for protection of
large sites.

The system is using client-server architecture, providing
flexible user interface and superior scalability. This
architecture allows quick and easy integration of 3rd
party security systems and almost any security devices.
Therefore the list of supported devices could be
extended.

E-SecureZone supports a number of cameras of the
leading IP video surveillance system manufacturers
including Axis, Bosch, Eneo, Infinova, March, Pelco,
Samsung, and Senstar perimeter protection solutions.

Specification

Recommended fields of applications
= Prisons

= Military, law enforcement objects

» Nuclear Power Plants
= Solar Power Plants

= Airports

= Industrial Parks

= Factory Zones
= Office Buildings

= Sport Arenas

Most significant Hungarian references
= National Radioactive Waste Repository
» Budapest Ferenc Liszt International Airport (BUD)

= Paks Nuclear Power Plant

Operating System Microsoft Windows 7 Professional (32 or 64 bit), Windows Server 2008 R2 64 Bit
CPU 2.5 GHz

Memory 8 GB client / 32 GB server

Database 2008 SQL Express R2 / SQL 2008 R2 server, redundancy support

Max. Processor number
Max. Camera number
Max. User number

Graphical User Interface

Max. 640 fence sensor processors
Unlimited number of cameras
Unlimited number of users

Graphical, Text, Map display
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The most important tool of public security and traffic is the surveillance camera. With the appearance of modern video
surveillance systems, responsible security leaders recognized that although the cameras don’t render the police
unnecessary, but they provide great help in detecting and responding quicker, hence supporting crime prevention.

Public Security

The tranquility of the population, the defense of public
property are the responsibility of the local governments,
which try to improve the efficiency of the police and crime
prevention by installing public surveillance systems. The
legal usage of these video surveillance equipment Act LXIII
of 1992 on the Protection of Personal Data and Act CXXXIII
of 2005 on Personal and Property Security and Private
Investigation Activities, doesn’t violate the citizen’s rights in
any way, so the people quickly accept it, and realize the
opportunity, that state of the art surveillance technology can
help a lot to protect the possessions, wealth and personal
safety of the law abiding citizens. ERANDO Ltd. has the
professional experience and knowledge which gained during
the construction of CCTV networks, and can meet to the
demands of the public video surveillance systems. It is
essential to realize highly reliable, industrial grade systems,
because it is necessary to ensure a stable robust and
continuous  operation in  extreme conditions and
environmental impacts in case of outdoor city surveillance.
Nowadays state of the art city surveillance systems are
IP-based systems. IP technology is the main focus of the
security industry. The transmission network of IP-based
systems and therefore the surveillance systems are

expandable with virtually no limits.

License Plate Recognition

Special, license plate capture cameras are able to capture the
license plates of moving vehicles, without disturbing the traffic,
even on highways. The special character recognition algorithms
are able to recognize the license plate up to 99% accuracy. It is
possible to find the vehicle in the recording based on some part
or the whole of the license plate, the color of the car or the date.
Based on government or police databases of incriminated
vehicles, the stolen, wanted, deregistrated vehicles or the ones
with expired MOT test could be automatically found.

Unified Emergency Call System

Our company was the integrator of the interconnection of the city
surveillance systems in the Unified Emergency Call System
(112). The officers of the national and county police-offices can
access almost 1700 surveillance cameras, even control them, so
they can respond quicker and more efficiently to people’s

emergency calls

Nature
A limitless possibility of the IP-based technology is characterized
by the Kis-Balaton Nature Reserve where a bird monitoring

system was implemented.






References

Budapest ~ District X, XIV, XVI, XX, XXI

Cities - Cegléd, Erd, Kis-Balaton, Miskolc, Monor, Ozd, Pilis,
Paks, Pusztazamor, Torokbalint, Dunaljvaros, Csomor,
Tarnalelesz, Szentdomonkos

State Motorway Management Plc.

Unified Emergency Call System

Hungarian State Railways

Professional Displays

The IP-based CCTV systems get over the limitation of image
displaying. Broadcast grade devices are used to provide real
time experience for the security system operators. For SOHO
applications normal LCD or plasma displays are used, while for
professional applications 50-80” DLP displays are used, which

can be build up.5-10 meters large monitor walls.

Service
ERANDO Ltd. uniquely provides real-time monitoring for the

installed video surveillance systems. This is similar to the
so-called network management service, applied in state of the
art IT systems. The central monitoring server running the mo-
nitoring software simultaneously collects and verifies data from
all areas of the country. Thus all status information of each
camera can be monitored. Any changes in the data are displa-
yed in real-time, and the system immediately sends SMS and
e-mail message to alert the service staff. Using this feature, we
can ensure more than 96% availability of all IP-based

surveillance systems.

Technology

ERANDO Ltd. designs and installs systems for 15 years in the
security market. Over the past decade, we have always used
the latest and the most advanced surveillance devices. We
built CCTV systems from small buildings to large industrial
sites, even high-voltage areas, where special devices are
required and strict regulations have to be complied.

ERANDO Ltd. has built a high-speed wireless network over
Budapest, which is reliable and able to transmit high-speed
video streams. Some links of the network backbone have 200
or 400 Mbps bandwidth.

Due to the architecture of the network new surveillance
cameras or control centers can be added to the system.
Modern IP encoders can transmit 4 Mbps bit rate
MPEG4/H.264 compression video streams, which ensures
DVD quality images to be displayed on the monitors. Using
WAN or WLAN the camera images could be available from all
over the world. Central NVRs can record each camera with 25
fps. In the control room we use large LCD screens to display
images of the most important camera. The room is designed
constructional and safety

according to ergonomics

regulations.
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In the security business there are facilities which are in high security level, which have to meet with international
requirements and regulations. These objects have to meet special security requirements. To meet with this requirement
is a prerequisite to operate the facility. The priority is reliability and high-tech solutions and to ensure the user-friendly
operation. For this task the ERANDO Ltd. developed E-SecureZone software package to integrate different security

systems.

Integrated management system Perimeter Detection Subsystem

All of the facilities which are in high security level need its own, All of the devices are connected to a redundant Crossfire bus,
tailor made solution. The task of the integrated management which provides online information in the surveillance center. With
center to interconnect these systems and remote control the,. its ring design and two-way communication the system still can

The integrated management system can control the following communicate with the working devices in case of cable or device

subsystems: failure. The perimeter detection devices can be volumetrical or

optical sensors installed to the fence, or installed in the ground

Electronic: (invisible) special capacitive sensor systems, which exceeds the

- perimeter detection system reliability of the normal outdoor (outdoor PIR, dual sensors, IR
barriers etc.) sensor systems.

= intrusion detection system
= access control system . .
Video Surveillance Subsystem

= Videossurvelllsnec systen The state of the art IP based video systems can be integrated.
- fire alarm system The operation of the video system can be automated with

different control instructions, while the video system provides
Mechanical: different other information (movement detection alarm, etc.)

= fences, gates to help the integrated surveillance system. With advanced

. barriers, lock chambers picture analyze software its possible to monitor highly
protected areas with the system, even with ‘turned off

= special speed gates
P P g monitors, so the operator is not under the pressure of constant

» mechanical obstacles attention. That mode called ‘black screen monitoring'.

Intrusion Detection Subsystem

Each of the intrusion detection sensors connected to the

[-, E-SecureZon
/ 5 i e system such as normal supervised inputs. The state of them
are supervised online, the display of them always shows the

Integrated Security Solution
actual state on the map.
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Main references
MVM Hungarian Electricity Private Limited Company

MAVIR Hungarian Independent Transmission Operator Company Ltd,
MAV Hungarian State Railways

National Media and Infocommunications Authority

National Power Line Company Ltd.

Paks Nuclear Power Plant Ltd.

National Radioactive Waste Repository Ltd.

Counter Terrorism Centre

Access Control Subsystem

The access points are displayed on the map, their symbols can
vary according to the current state. It is possible to track the
persons within the area or display the status of the rooms. The
advantage of the integrated system that the system can
automatically turn on or off the intrusion alarm of empty rooms,
facilitate the work: of the operators.

Fire Alarm Subsystem

In consideration to the special provisions of the built-in fire
alarm systems, the integration of these kind of systems only
optional. In this case the integration means that there is a
client program runs on the common display, but as it displayed
on the operators graphical interface, it is a virtually integrated
system.

Display

The complexity of such integrated systems requires special DLP
display monitor wall technology. These DLP walls are made for
continuous 24/7 operation. The display software is a graphical
monitoring and control program, which interconnects the input
information of the subsystems, display their actual status on the
screen and transmit the automatic commands and commands
issued by operators via the corresponding outputs to the
subsystems. The flexibility of the system indicates that the
controls can be made through simple contacts, but mainly takes
place at software interface points. This is developed uniquely in

each case.

Canakba
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Interactions
Each subsystem can affect other subsystems through the

common surveillance software. A change in a subsystem can
start an automated response of another system. These can be
status changes of sensors which are connected to another
subsystems, closuring or opening of electromechanical
controlled access points, automatically display camera images,

automatic control of speed dome cameras etc.

Description of a typical automatic reaction in
case of alarm:

A highly protected facility is always have different level of
protection zones. These levels can be: external protection
zone, internal protection zone, protected building, highly
protected premises. In case of alarm, the following reactions
start in an integrated system:

= breach at the perimeter detection system

= the visual and voice display on the central graphic display
interface of the breached area

= the staff alert process is starting.

* the speed dome cameras which are controls the area are
automatically turns to the breached area, the picture of the
alarmed cameras are automatically displayed in the
surveillance center

= the surveillance of the internal protection zone devices

= activation of the sensors of the protected facility

= message for the employees of the highly protected premises
to leave the room immediately

= the automatic closuring of windows and doors of the highly
protected premises

= the full mechanical closure of the highly protected zone

= graphical information for the guards about the process of
inquiry and acknowledgment

« every steps of the occurred event (alarm, reaction) iogged

into the continuously updated online database
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Rolunk

Az ERANDO Kft. a legmagasabb vevéi igényeket,
elvarasokat kiszolgal6 integralt biztonsagi megol-
dasok tervezéseét, fejlesztését, kiépitését biztositja
Megrendeldi szamara.

Rendszereinket a biztonsagtechnikai piac kima-
gaslo eszkozeit el6allitd beszallitdk termékeibél
tervezziik és valositjuk meg, amelyek korszert in-
formatikai alapokon mi(ik6d6 video megfigyel6-,
beléptet6- és keritésvédelmi rendszerelemeket
tartalmaznak. Ezeket innovativ, egyedi fejlesztésti
szoftvereink integraljak egységes rendszerré.

= 1995 6ta a vagyonvédelmi piacon
» 60+ allanddé munkatars
« T6bb mint 300 egylttmU{ksdé partner

About us

ERANDO Ltd. provides planning, development and
installation of security solutions which represents
the highest quality for our customers. Our
systems are planned and installed using
components from the World's leading suppliers.
Our video, CCTV, access control and perimeter
protection systems are all IT based. These
systems are integrated into an overall integrated
system, by our innovative and custom-developed
software packages.

= In the security market since 1995
= 60+ employees
= More than 300 partners






Tevékenységeink

Az ERANDO Kft. teljes kori szolgaltatast nyujt a védelmi
koncepcidk kialakitasatdl kezdve a tervezésen, telepite-
sen, illetve szoftverfejlesztésen at a rendszerek karban-
tartasaig és lzemeltetéséig az alabbi terileteken:

» Projekt menedzsment

« Tanacsadas, oktatas

= Tervezés

« Installécio

= Karbantartas, lizemeltetés

» 24 6ras diszpécserszolgalat

» Orszagos lefedettség(i szervizszolgaltatas

Our Services

ERANDO Ltd. provides a full service from the
configuration of the security conception through
planning and installation, and from software
planning/development through the maintenance and
the operation of systems within the following fields:
« Project management

« Consultancy, training

= Planning

« Installation

= Maintenance, operation

= 24-hour dispatching service

= Country wide repair service

Interfész fejlesztések / Interface developments

Genetec - IndigoVision - IOl Image - Seaguard - MarchNetworks
Hikvision - Teleste - Axis

- Mindgsitéseink / Our gualifications

TANUSITVANY

o
TANUSITVANY

: @ |

BESZALLITASRA TANUBITVANY |

ALKALMAS

MSZ EN ISO 9001, MSZ EN 14001, MSZ 28001, NATO Beszallitdsra Alkalmas, AQAP 2120






Sajat fejlesztés( szoftverek

E-SecureZone - Integralt Vagyonvédelmi Megoldas
Integralt feligyeleti szoftver, melyet nagy kiterjedésli
vagyonvédelmi- és keritésvédelmi rendszerekre fejlesz-
tettlink ki.

= Online térképes megjelenités

= Szerver-kliens architektira

= J0l skalazhaté rendszer

= Egyszer( bbvithet&ség

» Tovabbi integracids lehet6ségek

E-SC - Specidlis intézmények vagyonvédelmi
szoftvere

Komplett vagyonvédelmi integralt éplletfelligyeleti
szoftver, mely tavoli intézmények teljes vagyonvédelmi
rendszerének feliigyeletét képes ellatni.

» Személyre szabhato

» Online térképes megjelenités

- Uj rendszerek, berendezések illesztése

= Munkaid6-nyilvéntartas

« Egyéb kiilsé, kommunikacios rendszerek illesztése

E-RANDO SYS

Egyedi igények szerint paraméterezhetd diszpécser, kar-
bantartdsi és iranyitasi rendszer.

« Szerzédések, partnerek, események kezelése

« Automatizalt értesitési opciok

» Széles skalan paraméterezhetd listazasi funkcidk

Software Development

E-SecureZone - Alarm Management System

Integrated monitoring software which is developed to

monitor wide ranging security- and fence protection
systems.

= Online mapping visualization

= Server — client architecture

= Scalable system

= Ease of expansion

= Opportunities for further expansion

E-SC - Security software for special institution
Totally integrated security software, which is
developed for monitoring remote security systems
completely.

= Customizable

= Online map based visualization

= Integration of 3rd party devices

= Work time registration

= Integration of additional external communication
systems

E-RANDO SYS

Customizable dispatcher, maintenance and control
system.

» Contract and partner management

= Automated notification options

« Wide range of parameterized listing functions






F6bb referenciaink

Allami Autopélya Kezel8 Zrt.

BKV Zrt.

Campona Bevasarld Kozpont

JABIL Kft.

K&zbeszerzési és Ellatasi FGigazgatosag
Kozterlleti térfigyeld rendszerek
Kulligyminisztérium

Magyar Allamkincstar

Magyar Allamvasutak Zrt.

Magyar Posta Zrt.

Magyar Radié Zrt.

Magyar Villamos Mlvek Zrt.

Nemzeti Média- és Hirkozlési Hatdsag
Nyiregyhaza Korz6 Uzlethaz
Orszdgos Egészségbiztositasi Pénztar

MVM OVIT Orszagos Villamostavvezeték Zrt.

MVM Paksi Atomerémd Zrt.
Radioaktiv Hulladékokat Kezeld Kft.
Terrorelharitasi Kozpont

UNILEVER

Westend Business Center

References

State Motorway Management Plc.

BKV Pic. (Budapest public transportation)
Campona Shopping Mall

Jabil Ltd.

Directorate-General for Public Works and Supply
Public Surveillance Systems

Ministry of Foreign Affairs

Hungarian State Treasury

Hungarian State Railways

Hungarian Post Plc.

Hungarian Radio Plc.

Hungarian Power Companies Ltd.

National Media and Infocommunications Authority
Nyiregyhaza Korzé Shopping Mall

National Health Insurance Fund

MVM OVIT National Power Line Company Ltd.
MVM Paks Nuclear Power Plant Plc.
Radioactive Waste Management Ltd.

Counter Terrorism Centre

UNILEVER

Westend Business Centre
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