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Company profile: 

JUSTICE Security Ltd. 

Full Service Retail & Industrial Security

https://www.justisec.hu

+36 1 431 8550

info@justisec.hu

H–1131 Budapest, Rokolya utca 1–13. (Rokolya Office Building, 5th Floor)



About us:

JUSTICE Security is a full-service retail and industrial security service company with in-house security technologies development, striving for the complete satisfaction of the customer through its philosophy and services, offering cutting edge technology and up-to date solutions.



Main products/services/solutions:

POSeidon® Control System
	“21st century solution for battling inventory losses of unknown origin.”
	POSeidon® is a cash register supervision system that renders cash register data onto live video feeds of the cash registers making product movements comparable to transactions. The system includes the POSeidon® Investigation Risk-Management application that facilitates searching of historic transactions based on automatic and user-defined parameters. 

Complex Store Security Solution (CSS)

	Auditing, planning and implementing security technologies in retail locations. Our solutions include: POSeidon® Control System, security guarding, CCTV, intrusion detection, electronic article surveillance, fire alarm systems, shipment monitoring, fleet management and logistics security.

Security Guarding

	JUSTICE Security Ltd. is currently protecting over €50 million in customer property at industrial areas, logistics centers and retail stores. Our management has accumulated over 500 years in security services experience which ensures that we provided our services according to the highest standards.
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Justice Company presentation.pdf
JUSTICE
SECURITY

Everything is all right.

JUSTICE Security Ltd.

Company presentation

“Justice security is an innovative and reliable private security
service that protects its Customers’ property using targeted and
efficient solutions, so that they can rest easy in the knowledge

that their valuables are safe.”





JUSTICE Security

e Date of founding: 15 October 2001

* 100% Hungarian-owned company

* Two owners who are former customers
* No outstanding liabilities or public debts
* Revenue ~ HUF 1.4 billion

* Headcount: 48 persons






Economic indicators

Our company’s revenue

e HUF 40 million initial >

capital 1200
* Category A bank rating ;509
* Profitable operation -
* Taxpayer without public
debts 600
* Professional liability 400
Insurance in an amount 200
of HUF 50 million
0 [ [

2013 2014 2015 2016
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Foundations of our quality
assurance system

* Clear work instructions

* Training, motivation

* Clearly defined responsibilities

* Continuous tracking and correction of deficiencies
* Internal auditor

"""

* Integrated control points
* Updates each quarter
* No system is perfect






Professional achievements

“Security manager of the year, 2000”

“Security technology solution of the year, 2007”
“Greenest company of the year, 2011”
“Security provider of the year, 2012”

“Expert qualification, 2012”
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Principles of our services

Skilled, motivated team
Ethical, compliant conduct
Open, honest, continuous
communication

Clear, accountable work
instructions

Consequent handling of
disciplinary issues
Protection of confidentiality
Quality equipment

Ratio of men and women in the staff is adjusted to the customer
Continuously available reserves (technology, staff)






Services

Security guarding

Security technology

Private investigation

POSeidon Control System

QA e






Foundations of our security
guarding service

* Reserves quick to mobilise when needed
* Quality equipment |
* Continuous communication

* High-level technical support

* Quality human resources

* Multi-level monitoring

* Regulated operation

e Efficient, dynamic organisation

* Continuous analysis and evaluation






Security technology

* Video monitoring systems

* POSeidon and JUSTrec, analog and IP, license plate identification

systems

* Intrusion alarm systems

* Authority/chamber licenses, maintenance, troubleshooting, remote

monitoring

* Access control systems

* Working time records, development of gates/turnstiles and custom

solutions

e Goods protection systems
e Customised innovative solutions

T
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POSeidon Control System ©

» The Intelligent Cash Register Supervision
System developed by Justice Security aims
to help retail and wholesale companies to
* reduce inventory shortages

* and to investigate internal violations.
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Presence in
international scene






What is POSeidon®?

POSeidon® Control System is a special cash register control system developed by
Justice Security in 2006, the purpose of which is to reduce inventory shortages
of unknown Origin in commercial units, and to identify the causes.

The system makes visible acts committed at cash
registers wilfully or negligently that result in damage or
loss.

Its installation also has a special preventive effect due to
the fact that the archive of the system could be used as
evidence in official proceedings.






How does it work?

The POSEIDON® system consists of three components.

{ 1. Cameras monitoring the cash registers. }

/2. Data received from the cash registers, which are displayed
on the camera’s images, so that transactions at the cash
registers can be precisely tracked (e.g. which product the
cashier is scanning, which product does he give discount on,
what is indicated on the final receipt, how much money is

\put into the cash box, etc.).

3. Investigative software. It is practically impossible to track
the feed of all cameras all the time and notice all violations.

This is why the JUSTICE Security team developed a software
that can detect and retrace wilful or accidental violations.

N A






This security technology solution connects the video data of the cameras to
the text data of the cash registers.

The most important part of the system is, however, an investigative software,
which is a Hungarian innovation.

This program is capable of filtering out suspicious transactions from amounts
of images and data that could not be processed by live personnel.

The soul of the POSeidon system is the POSeidon Investigation® module.

Ihis module helps to investigate manipulations at ¢
e
cash register, for which it evaluates video and _ / \

tape

data, cancelled transactions, zero receipts,
returns,

goods, etc.

You can freely prepare custom reports
and/or set standard reports, which are
generated automatically.

C ONTROIL SYSTEWM





Range of functions of POSeidon Investigation ©

”n - n n n

The entire data stock is examined based on terms such as “cancelled transaction”, “return goods”, “cash
drawer opened without cash register process ”, etc. After which the system creates a report.

In such cases, the report displays all processes
when for example the cash drawer was opened
without a cash register process.

In addition to cash register processes, in :
suspicious cases, POSeidon can present all video _ : Tease
footage associated with the process concerned ' >
on the press of a single button.

In addition to the search criteria, temporal filters can be set and/or particular cash registers
designated. By setting multiple search criteria combined with filters, various reports can be
generated according to the needs of the customer.





POSeidon Investigation © Analysis

We are able to monitor multiple types of businesses (e.g. grocery, grill food and tobacco
shop beside it) simultaneously.

Investigation

Calendar section:
The blue square indicates that
there is footage available.

Timeline:

| - Red: motion detector camera

B - Green: cash register information
| - The continuous green line shows
B the time of operation of the
system.






A customised filter can be created for each business,
which may contain custom and mixed means of
payment, even vouchers.

Using the filters, all goods and cash traffic can be
tracked.

An example:

We start a search for reversed transactions.
We are searching for cancellations W|th a value
exceeding HUF 10,000. :






Search results:

This is the number of occasions where a purchase exceeding HUF 10,000 was cancelled in the examined period.
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Automatic reports

: p ; ! Kiindulasi Részletek Kntius pénzian folyamatok
Nt G g . | S — - -
13008 '] | STALTRATUM Areed) Kinves eIt Co it
axowmats  wewes  1910:00 WI9/2016 2:24:25 P4 Q12936 21429 PN f e eage | 01.06.2016 6 6
Frpe—— sensey 190590 S/5I018 20805 P /512036 20820 P : 3 |
AT CLSAPT bacwervrdnge
01.06.2016 PEMZTAR FOLYAVATON S2AMA 25.385 2 3

1 \e=zien 3 Pentiengttinck
2 Hué: Bokk A Kilrusinbaok

e

TENYLEGES kritikus foiyamatok dsszehasonlitasa
Recurring searches can be set as default reports to 2 : —
be made available for further analysis and processing. //\/I\I -
: Hl

7.3% Saadeyts

* 3%,6% Oooers

.....

Plang

- 3,5 wakey

In order to comply with the data protection principles, Tenyeges s otk penianien
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Data protection

* Compliance with the data protection laws and regulations is a high priority for us

* Our POSeidon Control System is registered at the Hungarian National Authority
for Data Protection and Freedom of Information (NAIH-97182/2016)

* We have the data protection compliance of our system audited regularly by an
external expert
* We have met the strict data protection requirements of several European countries

* Our closed system ensures that personal information recorded in POSeidon are
protected from unauthorised persons. Access levels may vary based on the settings.
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SOCIAL RESPONSIBILITY

* We are a member of Eurotraffic Security Alliance (ETSA), an international
security service association spanning Europe

* We are a member of the Hungarian-French Chamber of Commerce and
Industry

C; CCI FRANCE HONGRIE

MAGYAR-FRANCIA KERESKEDELMI ES IPARKAMARA

* We are a member of the British Chamber of Commerce in Hungary (BCCH)

British Chamber of 3 L
) X
*: He
L o ©
1 1 e . (7 NS
I m i — — = - N

* The POSeidon Intelligent Cash Supervision System has been included in the
learning materials of the Faculty of Law Enforcement of the National University
of Public Service

* Our company accepts trainees from among the students of the National
University of Public Service, and helps them in every way so that they may
enter the labour market as excellent professionals

* Our company is committed to the protection of our environment, and in
addition to applying separate waste collection and environmentally conscious
equipment design and use of components, we were also the first security
company to purchase a Hybrid Toyota Prius patrol car





| Thank you for your attention!

v For more information, please visit our website at:
wWWwWw.justisec.hu

v" Or follow us: n m




http://www.justisec.hu/

https://www.facebook.com/pages/Justice-Security/231005277057253?ref=hl

https://www.linkedin.com/company/justice-security?goback=.nmp_*1_*1_*1_*1_*1_*1_*1_*1_*1_*1_*1&trk=nmp_rec_act_company_photo
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JS_POSeidon_Technical Documentation_EN_2016.pdf
POSeidon®
Control System

» Technical
documentation
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CONTROL

SYSTEM

Justice Security Ltd. developed the Poseidon® Control System — a Cash Register Supervision Control
System - to reduce the inventory deficit of the stores and shops. There is an accepted statistical data
that 70% of the thefts in the stores are committed by internal employees, and the resulting lack of

inventory is realized most at the cash registers.

The POSeidon® Control System system helps prevent theft at the cash registers, it disposes of a major
preventive effect, moreover its archive can be used as evidence in potential legal proceedings.

The POSeidon® Control System was developed from a video surveillance security system in order to
view the cash register information mixed with the live image on the camera screen, in addition, based
on these information, data could be searched in the video system'’s archive.

The target of POSeidon®
Control System

e Reducing the human risk

e Prevention

¢ Reducing the material risk

e The reduction of the inventory deficit resulting from
incorrect cash register operations

e Support the store detective services

e Proof service

¢ Better management of customer complaints

o Statistics, analysis realization

Cameras

We recommend for the analog design a minimum of 600
TV lines resolution for color cameras, even the customer’s
existing cameras can be used, if the technical and
electrical protection requirements are met. In the case
of IP cameras, 1.3 MPx resolution is recommended.

The structure of POSeidon®
Control System

The modular and entity-level construction of POSeidon®

Control System consists of:

e Cameras

e Video cable network

* Y modified (RxD TxD) RS232 interface cable for cash
registers

e UTP Cable Network

e POSeidon® Control System integrated cash register
management system

Video cable network

In case of analog design, the connection can be
made through RG59 B / U type, 75Q resistor, less than
95% shading copper jacketed coaxial cable network,
whereas IP cameras can be connected over Ethernet.





SYSTEM

CONTROL

Y modified (RxD TxD) RS232

interface cable for cash reqgisters

Developed by Justice Security Ltd., the Y cable, with
connectors specified by RS-232-C standard, whose
branch connector directed to the POSeidon® system.

The RS232 port TxD connector of the cash register is just
connected with POSeidon® Control System’s RS232 port
RxD connector, thus ensuring a unidirectional signal
flow.

UTP
network cable

Minimum CAT5E standards and CE certified to comply
with both active and passive devices.

CASH REGISTER POSEIDON® CONTROL SYSTEM
PIN layoutl | RS232 signals RS232 signals | PIN layout
2 DCD DCD 1
3 RxD / RXxD 2
4 TxD TxD 3
5 DTR DTR 4
6 GND = GND 5
7 DSR DSR 6
8 RTS RTS 7
9 CTS CTS 8
9

POSeldon® Control System
— Integrated cash register
management system

Developed by Justice Security Ltd., with CE certification
and PC-based video recording system is able to record
4, 8 and 16-channel versions, for Microsoft Windows
7™ environment. The system can be con-nected to any
cash register through RS232 protocol, on TCP / IP network
via specific protocol, or with stored procedure call.

The system uses Microsoft SQL Server 2012 database
platform for transaction data and information storage
systems, files are stored in own developed formats with
H.264 video compression algorithm.





CONTROL SYSTEM

System plan

FOR 24 CASH REGISTER POSEIDON® SYSTEM:

— - - — — ., - — — . - —

1..16 CASH REGISTER 17 ... 32 CASH REGISTER 33 ... 48 CASH REGISTER
TERMINAL TERMINAL TERMINAL

POSEIDON®CONTROL SYSTEM POSEIDON® CONTROL SYSTEM POSEIDON®CONTROL SYSTEM

POSEIDON® INVESTIGATION SYSTEM DISPATCHER TERMINAL

The system’s highly important feature is that it does not interfere with the operation of cash register systems.
This implementation is provided by multiple layers of protection.





SYSTEM

CONTROL

Hardware-level protection

The security and integrity of the POSeidon® Control System’s hardware level and the integrity of the cash register

system can be adjusted in two steps:

THE PHYSICAL PROTECTION OF THE
SYSTEM'S MAIN ELEMENTS:

During installation, the components of the system must
always be in accordance with the relevant regulations,
an electrical protection should be provided on the entire
system. The computers connected to the POSeidon®
Control System should be properly protected from
physical damage and from unauthorized access and
should be placed in enclosed, air-conditioned room.
The most suitable is the existing server room of the
information system.

2]

THE ATTACHMENT OF THE
POSEIDON® CONTROL SYSTEM
TO THE CASH REGISTER SYSTEM:

The POSeidon® Control System, as described by the
EIA RS-232-C standard, and ITU-T V.24/V.28 international
standards, is connected to the cash-register through
the so-called serial port, a modified, D-SUB 9’ cable with
9-pin connector so that the one-way signal flow could
be physically secured and only coming from the cash
register.

The serial port uses asynchronous signals. It is possible
to access the transaction details of the cash register
from a TCP / IP network, specific protocols, or remote
procedure call.





CONTROL SYST

EM

Connecting POSeidon®

The accession of POSeidon® Control System is amanded as follows compared to the standard: by the help of
a modified cable, the TxD connector of the cash register is connected to the RxD connector of the POSeidon®
recorder, as shown in the figure below:

CASH REGISTER POSEIDON® CONTROL SYSTEM
PIN layouts | RS232 signals RS232 signals | PIN layouts
1 DCD DCD 1
2 RxD / RxD 2
3 TxD TxD 3
4 DTR DTR 4
5 GND GND 5
6 DSR DSR 6
7 RTS RTS 7
8 CTS CTS 8
9 9

THERE ARE THREE CONNECTION MODES:

SERIAL
INTERFACE:

The serial interface via CAT5E or

CAT6 or CAT7 cable through direct
signal transmission, in which case
the POSeidon® Control System
recording machine through RS232
direct connection via RxD and GND
wires, is connected to each cash
register with a separate cable.

2]

RS232 TO ETHERNET
CONVERTER:

a cash register is connected to a so-
called converter through a CAT5E
cable, RS232 interface, only via
RxD and GND wires. The converter
turns the signals to Ethernet format
and then transmit them through
a dedicated LAN to the POSeidon®
Control System, which has a soft-
ware to convert the signals back
to RS232 format.

Each connector is isolated with a so-called “security
seal” which is a numbered security tape, so the
connections can only be broken by the destruction
of the tapes. The number of the used safety seals is
recorded in our POSeidon log and authenticated with
the client’s verification signature during installation.

©

TCP/IP
CONNECTION:

The POSeidon® Control System
recorder is connected to the Ether-
net network of cash registers via
standard CAT5E cabling.
Transaction data come in standard
TCP/IP packets to the word proces-
sing software of the system.

Data transmission of cash registers
should always be set.





CONTROL SYSTEM

THE THREE CONNECTION MODES:

VERSION 1 — SERIAL INTERFACE

\/i

POSEIDON®
CASH REGISTER CONTROL SYSTEM

\/i

POSEIDON®
CASH REGISTER CONTROL SYSTEM

SCREEN

RECEIPT PRINTER

VERSION 2 — RS232 TO ETHERNET CONVERTER

POSEIDON®
CONTROL SYSTEM

CASH REGISTER
RS232 LAN
CONVERTER

SCREEN

\/r

CASH REGISTER i
RS232 LAN

CONVERTER

i

POSEIDON®
CONTROL SYSTEM

RECEIPT PRINTER





CONTROL SYSTEM

VERSION 3 — TCP/IP CONNECTION

s s s
CAMERA 1 CAMERA 2 CAMERA 3
TCP/IP
CASH CASH CASH
REGISTER 1 REGISTER 2 REGISTER 3
YYY
TCP/IP
vy 5
ETHERNET NETWORK SWITCH

TCP/IP l

|

POSEIDON® CLIENT POSEIDON® CLIENT

POSEIDON®
UP TO 16 CAMERAS / CASH REGISTERS





SYSTEM

CONTROL

Software-level protection

The software protection of the POSeidon® Control System is implemented at several levels:

STREAMCONV® MODULE
STRUCTURE:

The POSeidon® Control System data with the aid of
StreamConv® module interprets the data coming from
the cash register, sorts them out in the appropriate form
and integrates them to the connected video camera
image. The StreamConv® module - developed by Justice
Security Ltd. - uses the StreamConverter Programming
Language® for this purpose, which was specifically
designed to read data from the cash registers.

The writing of the StreamConverter Programming
Languauge® script can be made on a StreamConv®
surface, the programming interface is password
protected, known only by Justice Security Ltd. qualified
staff.

THE SYSTEM DISPOSES OF
THE FOLLOWING PRIVILEGES:

e Access for cameras (per channel)

e Access to recordings (full / limited / no)

e Access to investigation (full / limited / no)
¢ Save Photo

» Mark / archive to buffer memory

e Archive to portable media

2]

POSEIDON® CONTROL SYSTEM
ENTITLEMENT PROTECTION:

The POSeidon® Control System will automatically
start when the system is turned on, logging out of
that, in order to reach the other parts of the software
environment, is only possible with the admin user’s
password. All users must enter their passwords, and
the admin user’s password is only known by the Justice
Security Ltd’'s qualified and specified staff. The admin
user can create an unlimited number of users, with
Various permission powers.

Users can also be created with a so-called ,four eyes
password” constraint, requiring user authentication,
shared by two persons in accordance with the data
protection requirements, moreover proximity card entry
can also be assigned instead of a password to specific
persons. The system can be set for the recording and
viewing time of each channel, this is the limited value
viewing. The cash register'subtitles can be displayed or
encoded entirely or based on keywords.

¢ Change Preferences

e Change Permissions

e Event Log

e Security log

» Cash Registers subtitles visibility (full / limited / no)
» Modification of a user’s password
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CONTROL SYSTEM

The total sum of unexplained inventory loses

has gone beyond 100 billion euros in Europe, in 2013.

INTRODUCTION AND OPERATION

OF THE SYSTEM

The POSeidon® Control System is introduced

according to the needs of the client. After surveying the
characteristics of the stores and finding out the needs
of the client, we plan the optimal system. On the basis of
the plan we install the required hardware and software.
Atest system can be installed, as a first step, on the basis
of the operation of which the efficiency of the system
can be examined in a “life-like” environment. During the
installation of the system our experts also perform the
harmonization of the existing systems and POSeidon®,
thus ensuring the trouble-free flow of information.

CASE STUDY

In a test system, during the daily routine investigation
task, our colleague directing the investigation ran one

of the frequent searches: the selection of transactions
involving low amounts paid by bank card. The lowest
amount paid by bank card was HUF 34. The viewing of the
video recording integrated with text information revealed
that the customer left with goods filling four shopping
trolleys and amounting to more than HUF 600,000, while
the cashier, after making some diversionary manoeuvres,
entered only HUF 34 into the cash register for a shopping
bag, then swiped the bank card of the customer. A search
involving the used card number revealed ten more similar
transactions, amounting to HUF 6.5 million in total.

On the next working day we managed to catch the whole
offender group.

We ensure the successful operation of the system
through continuous support. After its introduction we
train the internal staff operating the system. We provide
a warranty for the hardware elements, and perform

all necessary maintenance. We continuously install
upgrades of the software. We support the staff in the
detections through counselling.

If required, a senior colleague with experience in investi-
gation will perform the overall analysis of the operation
of the system, reveal any possible new risk, and detect
methods of commission, offenders that are difficult

to identify.

ANALYSIS OF ECONOMIC DATA

POSeidon is a system developed primarily on the basis
of security considerations, however, it offers numerous
economic features as well. It can provide up-to-date data,
even statistical reports on the shoppings: the value of
individual transactions, the turnover of individual article
Nos., turnover data for each time-of-day period, for
issued invoices the transactions of individual shoppers,
the transaction data of individual cash registers.

The POSeidon system can support the economic
analyses, marketing campaigns of the company, or
even the efficient contacting of customers.

RECOVERY OF THE INVESTMENT
Starting from statistical data, the expected recovery
of the investment in the system is 3 to 6 months, but there
was a case where the value of the crimes detected in
a week reached the cost of the planned investment.
The recovery of the investment is measurable in the
short-term on the basis of the detections, and in the
medium-term in the reduction of the initial inventory
shorts. (If required by the client, the system can be
supplemented in the long-term with other modules as
well: e.g. control of delivery of goods, home delivery.)
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Scopes

You can use our security system at every commercial, catering unit where the physical movement of the goods is
synchronous with the checkout registering or any other data recording but especially in:

Cash registers or customer services of supermarkets, hypermarkets and stores

Gas stations, pharmacies, jewelleries, toy shops, clothing stores
Warehouses, discount chains, outlets
Do-it-yourself shops, building materials warehouses, furniture stores
Sport equipment stores, leisure and sports stores

Production line quantity registers

Industrial scales
e Establish actual volume of fuel purchased at refueling e Control of production line capacities by input and
stations or own filling stations of large industrial users output data (counting number of pieces in the beginning
and immediate comparison with volume marked on and at the end of the production line).

receipts.
e Visual control performed at potential reception by
« |dentify volume of finished, semi-finished products and barcode upon arrival of products or raw materials.
raw materials delivered to or from premises with volume Type, volume of goods and possible deviation from
marked on transportation documents (by weighing). delivery note may be established.
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Advantages

EFFICIENCY

With the Poseidon® Control System a large number
of abuses can be detected quickly, with few resources.
In addition to real time control, subsequent control is
also possible by means of a database.

With the Poseidon Investigation® software every
suspicious transaction can be identified simply.

Upon detection all evidence is also available.

FLEXIBILITY

Our developer colleagues build up the system
according to the needs of the client. Poseidon® can
be connected to any cash register system, and the
software can be programmed to recognize the
parameters, characters generated by the given cash
register. (The system does not interfere with the
operation of the cash register.) The system can be
further developed according to the wishes

of the client later on.

EASE OF OPERATION

The operating interface is simple, transparent, the
operation of the program can be learnt in a short
time, special functions can also be developed:

e.g. automatic alarms, control through a transparent
graphical groundplan. The cost of the introduction
of the system includes training in operation.

REMOTE ACCESS
A central control computer can be connected to

recording machines operating in several different stores,

thus searches, investigations can be controlled from

a single centre, at a national, or even international
level. The data can be stored on additional background
machines, the capacity of which can be

expanded at will.

SAFETY
The software applies a unigue format, thus the recorded
data cannot be manipulated.

SUPPORT

Our developer colleagues perform the continuous
maintenance of the system, thus preventing any failure.
In the event of any emergency hardware or software
problem, starting from Budapest they can eliminate
the breakdown within a short time. We provide a full
warranty for the whole system - including its hardware
elements as well.

DEVELOPMENT

The system is continuously further developed, our
clients receive the upgrade software versions and the
experiences gained in the course of the operation of the
system as part of the base package.

INVESTIGATION

Our colleagues with many years of experience in
investigation can detect especially difficult cases,
and expertly catch the offenders or offender groups.
The investigation support can be purchased as
alow flatrate premium service.

IMAGE

POSeidon® Control System can enhance safety, identify
crimes in the background, thus the guards, the staff need
to act only in the event of real offences, the unnecessary
stopping, or the bothering of shoppers by mistake can be
avoided.

QUICK RECOVERY

The cost of the system can be
recovered within a short time -
within six months - on the basis
of experiences gained so far.
Recovery is measurable in the
short-term on the basis of the
detected cases, in the medium-
term in the reduction of inventory
shorts, and in the long-term the
presence of the system has

a strong preventive effect.
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AN ANSWER TO THE RISKS IDENTIFIED
IN TRADING

The development of the system started during the
examination of the possibilities of reducing the security
risks often arising in trading. According to some
estimates, in domestic retail trading the value of inventory
shorts of unknown origin amounts to almost HUF 100
billion at an annual level. On the basis of the analysis of
domestic and European case studies, as well as surveys
conducted at our domestic clients, 40-60% of inventory
shorts is attributable to cash register abuses. Based on
the analysis of domestic detections we have established
that in Hungary complex methods of commission
previously hardly known in Western-Europe can also be
observed, and often there are organized offender groups
behind the abuses, who commit serial offences at one

or more trading units.

THE CRITICAL POINT IS THE CASH
REGISTER

The traditional methods of reducing mistakes and
deliberate abuses at the cash register (test shopping,
receipt-checking, job instruction, back office monitor)

are limited in identifying mistakes, and rarely effective in
detecting abuses occurring at the cash register.

At the cash register cashiers not having the right attitude
can get a considerable “supplementary” income at a low
risk of being caught. The main difficulty of detection is the
lack of information: the available and storable information
is either only image information, or only text information,
and on the basis of either one separately it is difficult to
establish both the amount actually entered into the cash
register by the cashier and the goods really taken by the
customer.

THE SOLUTION - THE INTEGRATION

OF THE INFORMATION

The basis of the POSeidon® Control System is an
infor-matics development allowing the full integration of
the information generated by the cash register on the
video recording made by the camera placed at the cash
register. The simultaneous display of image and text
information allows full and error-free control.

The text information appearing on the screed during
the playing of the video recording can be compared to
the movement of goods seen in the image, thus any
possible mistake, cash register abuse becomes evident.
The system can give a (visual, audio) signal to the ope-
rator of the central monitor in the event of preset critical
transactions - goods of a given article No., cancelling,
employee shopping, etc. -, facilitating efficient real-
time control.

Information can be stored, thus allowing not only
real-time control, but subsequent retrieval as well.

THE INVESTIGATOR OF THE SYSTEM

— POSEIDON INVESTIGATION

The hundreds of hours of video recordings made at the
numerous cash registers of a larger store give an amount
of information that is almost impossible to process with
the traditional methods. The investigation software

- POSeidon Investigation® - developed for the central
computer of the POSeidon® Control System allows the
identification of every suspicious transaction and the
detection of every abuse within a short time and

with a low number of staff.

The investigation software can operate on the basis of
both preprogrammed - on the basis of case studies - and
manually controlled search algorithms. Based on the

risk parameters set in the search screen, the software
can select the requested transactions in a few minutes.
Naturally, the investigation settings include searches
suitable for identifying the methods of commission
detected so far. (The search options available in the
program, adjusted to the needs of the client, can cover all
parameters suitable for search at the given trading unit.)

The investigation program is easy to run, its use can be
learnt in a short time. We follow the “development” of the
methods of commission with continuous investigation
counselling and software development. The system can
operate in a network as well, combining the information
coming from individual stores.
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POSeidon® in Europe

Our partners use the cash register POSeidon Control System® successfully and efficiently in various areas of trade,
such as:

National food discount stores network

National DIY network

Sports equipment stores

National distribution of organic products

Furniture stores

ENGLAND

PCeidon

GERMANY

SLOVAKIA
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CONTROL SYSTEM

Conventional surveillance system vs. POSeidon®

How does the POSeidon® Cash Register Supervision System offer more v/ Security
. . . i =g " camera
comprehensive protection than a conventional system? Here’'s how: / \

_11- JustREC video
Cash register a: recording
system

The solution is the POSeidon® Cash Register Supervision
System - a special cash register control system aimed

at reducing inventory shortages of unknown origin in retail
units and investigating their causes.

“An inventory shortage of unknown
origin has arisen in my store. How could
I discover the source of the problem?”

g ORE wan Pe‘& . :
MA And this is the difference between the systems:
~
This is what the security camera sees in the store of our store manager during the purchase:
o The customer takes the item Hands over the purchase Leaves the cash register with
to the cash register. price to the cashier. the item that has been paid for.
N
N
' Things that a cashier can do after the customer has left, and which an average
surveillance system cannot detect:

Opportunities for abuse

at the cash register:

e [ssuing unregistered goods

e Opening the cover of the receipt printer

e Stepping back in the cash register system

e Interrupting the invoice printing or other
transaction

e The cashier cancels the purchase Removes the amount paid by the e Cancelling transactions '

in the cash register. customer from the cash register. e Giving false discounts
\

<
Which is immediately detected by the risk assessment module Investigation of the POSeidon® Cash
Register Supervision System:

Investigation module of POSeidon®

S enables the quick and effective investigation
ldon of various mistakes, fraud and misuse

CONTROL SYSTEM by personnel.

e It detects both the cancelled item and the fact
that the customer has left with the item.

N






POSeldon® Control System

In 2007 our company, Justice Security Ltd. has developed
a cash register control system called the POSeidon® Control System.

Our system offers an overall security and economic solution,
tailored to the given company, in the following fields:

o Effective reduction of inventory shorts
e Elimination of cash register abuses

e |dentification of security risks

* Analysis of turnover

* Compilation of economic reports

SECURITY X
TECHNICAL SOLUTION
OF THE YEAR
2007

JUSTICE
SECURITY

Everything's all right.

JUSTICE Security Ltd.
H-1131 Budapest, Rokolya utca 1-13. (Rokolya Office Building, 5™ Floor)
Phone: +36 (1) 431-8550 e Fax: +36 (1) 431-8551 e E-mail: info@justisec.hu ¢ Web: www.justisec.hu

ﬂ Justice Security m_Justice Security Ltd. ;:_i Justice Security

Environmentally
conscious company
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Everything is all right.

POSeidon Control System
Intelligent Cash Register Supervision
System





What is POSeidon®?

POSeidon® Control System is a special cash register control
system developed by Justice Security in 2006, the purpose of
which is to reduce inventory shortages of unknown

Origin in commercial units, and to identify the causes.

The system makes visible acts committed at cash registers
wilfully or negligently that result in damage or loss.

Its installation also has a special preventive effect
due to the fact that the archive of the system
could be used as evidence in official proceedings.






How does it work?
The POSEIDON® system consists of three components.

|

[ 1. Cameras monitoring the cash registers.

G. Data received from the cash registers, which are displayed
on the camera’s images, so that transactions at the cash
registers can be precisely tracked (e.g. which product the
cashier is scanning, which product does he give discount on,
what is indicated on the final receipt, how much money is
wut into the cash box, etc.).

> U

~

3. Investigative software. It is practically impossible to trac
the feed of all cameras all the time and notice all violations.
This is why the JUSTICE Security team developed a software
that can detect and retrace wilful or accidental violations.

. P






This security technology solution connects the video data of the cameras to the text data of the cash registers.

The most important part of the system is, however, an investigative software, which is a Hungarian innovation.
This program is capable of filtering out suspicious transactions from amounts of images and data that could not
be processed by live personnel.

The soul of the POSeidon system is the
POSeidon Investigation® module.

i“-- 7 "
/ "€ 5
This module helps to investigate manipulations at the — \

cash register, for which it evaluates video and tape
data, cancelled transactions, zero receipts, returns,
goods, etc.

You can freely prepare custom reports and/or
set standard reports, which are generated automatically.

KASSZAFELUGYELETI RENDSZER





Range of functions of POSeidon Investigation 2

The entire data stock is examined based on terms such
as “cancelled transaction”, “return goods”, “cash drawer
opened without cash register process ”, etc. after

which the system creates a report.

In such cases, the report displays all processes when
for example the cash drawer was opened without a
cash register process. In addition to cash register
processes, in suspicious cases, POSeidon can present all
video footage associated with the process concerned
on the press of a single button. 00:19:30 #-askassza BT

I ]
= ‘% CR939> = 3894
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In addition to the search criteria, temporal filters can be
set and/or particular cash registers designated. By
setting multiple search criteria combined with filters,
various reports can be generated according to the
needs of the customer.
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POSeidon Investigation © analysis

We are able to monitor multiple types of businesses (e.g. grocery, grill food and tobacco shop beside it) simultaneously.

Investigation
Ny 2 hrg€p

Calendar section:
The blue square indicates that there
is footage available.

| Timeline:

- Red: motion detector camera

| - Green: cash register information

- The continuous green line shows
the time of operation of the system





A customised filter can be created for each business,
which may contain custom and mixed means of
payment, even vouchers.

e

Using the filters, all goods and cash traffic can be
tracked.

||

i

|

An example: =
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We start a search for reversed transactions.
We are searching for cancellations with a value

exceeding HUF 10,000. -





Search results:
This is the number of occasions where a purchase exceeding HUF 10,000 was cancelled in the examlned period.
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Product search:

E.g. purchases of chicken in a given period (in our case, 30 days).
We can tell how many of a given product were sold, and where it was the highest-value item in the purchase.
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Result:
The system displays the lowest- and highest-value chicken purchases, as well as their average value.
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Automatic reports

AnEEe e 1900:90 WIA006 2042574 QTL/036 11429 PM

[—— weesey  19085:0 52018 20009 PU 4512038 20829 PM

Recurring searches can be set as default reports to
be made available for further analysis and processing.

In order to comply with the data protection principles, _
data are deleted automatically at regular intervals

upon the customer’s request.
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Data protection

* Compliance with the data protection laws and regulations is a high priority for us

* Our POSeidon Control System is registered at the Hungarian National Authority for
Data Protection and Freedom of Information (NAIH-97182/2016)

* We have the data protection compliance of our system audited regularly by an
external expert

* We have met the strict data protection requirements of several European countries

e Our closed system ensures that personal information recorded in POSeidon are
protected from unauthorised persons. Access levels may vary based on the settings.






What happens at the deli counter?

Is the customer misled? Or is it the trader who is injured?

installed in the shops with the text data of particular scales.

Using and supplementing the functions of Bizerba scales, POSeidon® helps to identify the most
frequent violations and mistakes that could not be detected by traditional means.

One example of common violations is when an expensive product is weighed, but a cheap one is
given to the customer, as well as extra weighing or unauthorised discounts (e.g. for friends).

Using this tool, the entire path of a given product can be retraced, a
given period can be examined fully in regards to the scales and the cash
register, and pre-opening or post-closing measurements can also be
checked.

It can also be checked whether the
product weighed was the one for which
the barcode was produced.






“Fast” food restaurant monitoring

« Subsequent checking of cancelled items and the associated video records
« Handling of unauthorised order cancellations

e Moving customers to other tables in a logged manner, breaking down invoices
o Use of pro forma invoices

o Use of multiple means of payment for a single payment

o Use of discounts and extra charges

« Handling and tracking of staff, VIP and representation consumption

« Handling of smorgasbord and buffet table

« Handling of drink dispenser and counter

o Checking of inventory and daily conciliation

« Momentary consumption (surprise inventory check)






POSeidon Process
An intelligent process supervision system that can detect mistakes, violations and technological
anomalies.

Wherever materials are moved and used (manufacture, logistics, wholesale), there
are always mistakes and violations.

On one occasion, a logistics company detected a regular difference (deficit) in the
amount of goods loaded into and unloaded from the delivery truck. The palettes
were scanned (RF) before loading at all times, however the goods were not loaded
Into the truck.

In such cases, POSeidon® Process can help in two
ways:
* The monitor displaying the camera’s feed shows the scanned goods
or palette and traces their path
(were the goods loaded and were they placed in the right truck?)
* The secret of efficiency is that suspicious transactions can be retraced or the
status at loading (quality and damage disputes) can be checked using the large
amount of video data

Checking at receipt and delivery 1
Full commission control midon

Targeted process monitoring (PROCESS






Volt mar ismeretlen
eredeti leftarhianyunk. Elsfordult mer

alkalmazotti visszaélés.

Utolag mar nehéz
. megmondani, Van olyan teriilete az
hogy ki és hol B anyagmozgatasnak,
hibazott. amit nem tudunk
: hatéekonyan
ellendrizni.

A kamerarendszerek

felvételeit utolag Az eqyszerd,
nem ellenorzi senki. ‘ kamerds megfigyelés
nem elég hatékony.

. Tobbszor okoztak mar
kart a munkatarsak.

If you would check one or more of the above fields,
we should talk!
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Ne hagyja, hogy a bevétele naprol napra
a rossz zsebekbenlandoljon!

Igyényeije Ditalanula Poseidon Control System™ KasszafelOgyelet rendszer tesziverzidjst.
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Thank you for
yvour attention!
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