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MITIGATING RISK &
ELIMINATING BAD CUSTOMERS





WE NOW LIVE IN A WORLD OF FREE
FLOWING INFORMATION

@& TOR Network - Dark Net
. —
anonymity safe haven for fraud forums
Cryptocurrencies = Marketplaces
anonymous exchange of stolen digital goods and
goods and services identity information
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CRIMINALS ARE GETTING SMARTER

Payment Service Providers are at risk
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Payment
Fraud

Up to 1.7% of
reported fraud costs
as portion of total
revenues

Chargebacks

Ecommerce lost
nearly S7 billion due
to chargebacks

Manual Friendly
Review Fraud
Over 25% fraud Friendly fraud

mitigation budgets
spent on manual
reviews

accounts for up to
30% of overall fraud
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THAT'S WHY WE BUILT SEON

A unified solution for risk management
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Transaction
Monitoring

Device fingerprint
Proxy detection
Social media lookup
Payment analysis

User
Management
Blacklisting

Whitelisting
Investigation

Rule
triggering

Behavioral recognition
Automatic filtering
Velocity

Machine Learning

Platform

Integration «—1

Scalability <«

\—> Security

— Reliability

Analysis

Dashboard
Generate reports
Export reports
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WE PROVIDE
THE #1 TOOL
FOR FRAUD
MANAGERS
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RESULTS OF THE IMPLEMENTATION

In a Payment Gateway environment

15+

Minute reduction
iINn manual review
time

85%

Success rate in
detecting fraud
in the global
market

4 Mmill.

Transactions
reviewed overall
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,My team and | see a great value

in using SEON's solution. This
tool already helped us improve
our quality and extended the
range of effectiveness.”

MATYAS FOLDI

Supervisor Credit Card Fraud Prevention
Air France - KLM
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barion

, The SEON platform is our go-to
tool for fraud monitoring. The
time spent on manual reviews
has decreased to less than a
minute per transaction since the
Implementation.”

SANDOR KISS

CEO
Barion — Payment Gateway
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,You have successfully simplified
our fraud management
processes. We have effectively
mitigated risk related to account

E U R o B E T L takeovers, meanwhile lowered
our fraud rates to nearly zero.”
PAOLO BAZZOCCHI

ClO & Online Business Unit Director
Eurobet Italia — Gambling Operator
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seon.lo

SEON Technologies Ltd. info@seon.io
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| is fraud prevention service provider focusing on creating a safer environment for online
C SEON 3sses. The risk management tool is suitable for protecting online businesses from
J ant fraud, multi accounting, promo abuse, and account takeovers. SEON has multiple
» in the CNP industry such as payment gateways and high-risk merchants. The system

»mes the biggest hurdle of other service providers by combining an ease of integration
depth of functionality.

Company website: https://seon.io
Industry: Software as a Service — Fraud Prevention
Founded: 2017

Contact name: Bence Jendruszak

Contact phone number: +36707098333

Contact e-mail: bence@seon.io
Company presentation

UNIQUE SELLING POINT

We apply a unique approach to fraud prevention
by combining wide scale digital footprint analysi
and machine learning. Tackling the market with
an easy integration meanwhile focusing on the
depth of functionality, we overcome the biggest
hurdle of the current market players. Our system
enables risk managers to minimize their manual
processes by up to 80%.

SEON Technologies Ltd. Rumbach Sebestven utca. 15/A, 1075 Budapest, Hungary



https://seon.io/

mailto:bence@seon.io

http://www.alx.com.gr/maingr/wp-content/uploads/SEON.docx
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FRAUD PREVENTION

SUPERCHARGED






Digital fraud is an immense problem
with quickly increasing scale

Estimated value of fraudulent
online transactions, USS B

25.6

10.7

CAGR
'16-20

(S) SEON

2015 2020

Source:



http://www.theregister.co.uk/2016/05/03/juniper_online_fraud_trends/?mt=1462400930540



Fraud impacts all kind of

(S) SEON

online businesses

Wide range
of fraud types

Stolen Credit Cards

Account Takeover, Fake
Account, Account Abuse

Card Testing

Friendly Fraud

Promo Abuse

Fake Goods & Listings
=i (o}

)

Wide range
of industries

E-commerce

Payment Providers, Banks
& Fintech

Airlines & Travel
Marketplaces

Online Gambling / Gaming
Dating & Adult Industry

=i (o}
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Catching fraud is increasingly challenging

Increasingly sophisticated and
n M constantly changing fraud patterns

Ps Wide range of vectors.and parameters
% to be monitored real-time

o D \ Constant tension between UX & risk
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The current fraud management
model is clearly broken

48% 1.4x 20%+ 3x

Value proportion  False positives to Conversion Increase of fraud

of fraud attempts prevented fraud decrease through  loss ratio to total
resulting in actual value ratio 3-D Secure in revenue among
fraud loss markets like US, US merchants
Germany, Brazil, over the last 3

Spain years
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Fraud managers are presented
with a wide range of options

o

%

o

Rely on Implement Use external Develop
heavy use of integrated PSP fraud in-house
2FA solutions fraud solutions management solution
(e.g. 3-D providers

Secure)





S
Making a choice between the options 2"

is full of trade-offs

2FA a Integrated ” Ext. fraud v In-house qo*’
solutions PSP solutions mgmt provider integration
* Increased « Oversimplified « Mostly difficult * Integration
consumer decision integration and requires in-
friction leading models customization house know-
to lower how and
conversions  Lack of focus « Low quality UlI, resources
on some often heavy
» 2FA pointless important risk manual effort » Expensive
for return vectors due to multiple
customers » Low decision subscriptions
 Potential transparency
« Spoofs can conflict of
trick even 2FA interest with  Slow
PSPs adaptation to

new patterns
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Most solutions fail short to address
the core needs of fraud managers properly

Usability

« Ease of integration

* Availability
of GUI

« Transparency of
decisions

* Level of automation

* Modularity, scalability,

& future adaptability

Niche API PSP
Solutions integrated

solutions New Generation Risk Systems

5 risKified
m B SICNIFYD

siftscience
Legacy Risk Systems

€ Kount’
Tociet

emailage

[ Perseuss

Sophistication / depth of functionality

« Exhaustiveness / breadth of monitored risk vectors
« Intelligence: analytics & availability of machine learning
* Real-time dynamic scoring 5





SEON offers a unique approach ©) stoN

to help fraud managers be more effective

N\

In-depth coverage [mQ] | Big data analysis & g Combination of
of relevant risk o dynamic, real-time Al & human
vectors scoring intelligence

Simple REST Fully modular ! | Radically improved
APIs ﬂ ‘ integration = ‘ Ul
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SEON’s APIs cover all relevant risk vectors

Fraud API

» Receives and analyzes 62 datafields
« Contains a graphical user interface (GUI) and a rule configurator module

Proxy API

Provides IP address related insight

Information such as VPN, proxy or TOR use is detected
Analyzes spam databases for any IP address related anomalies
Detects malwares, spywares and botnets

Email API

« Highly effective tool for e-mail address investigation analyzing the domain
related information of an e-mail address

« Capable of analyzing whether any social media profiles are registered under
the e- mail address

Device fingerprint API

» Collects the relevant device related information through a Javascript
snippet
« This tool depicts a 360 degree view about the device of the user

Further APIs and mobile SDK in development pipeline

10





@
The SEON fraud prevention engine  SEON

Is highly effective and robust

API INTEGRATION & HISTORICAL DATA ANALYSIS FOR INITIAL SETTINGS

TRANSACTION DATA Y A DATA ENRICHMENT
SEON collects P B SEON collects thousands

all relevant Ny ). of additional data points
transaction data i (e.g. IP&Geo Check, Device
from customer A Fingerprint, Email Check)

SEON Engine

Our engine applies machine learning using
big data to analyze collected data

. 4

In under one second,

SEON returns an accurate fraud score
11
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We focus on two
core initial use cases

= e
Payment fraud User profiling /
prevention KYC
For PSPs, international For online gambling
e-commerce businesses, businesses and

and travel companies high risk merchants

12
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Business model and go-to-market
for core initial use cases

i Business Model

Transaction based pricing —
Nr of integrated APIs &
API requests as key drivers

No setup cost -
annual contracts with
3-month opt-out period

ACYV starting from
“$1,000/month

7 Go-To-Market

Direct sales required -
currently founder led, sales
playbook in development

Demand generation
through conferences &
content as key channels

Plug-in to large PSPs
(Braintree, Stripe) to

enable 1-click integration
13
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PSD2: huge future opportunity for SEON

20 1 8 « Open API by banks

« 2018 — historical data access
« 2019 - payments via bank logins

 Qver 30 EUR transactions 2FA or transaction
risk system must be used

Anyone who is involved in PSD2 will search for
a transaction risk scoring solution in order to
improve UX and not to force users to 2FA and

pay telco companies for the sms

14
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Milestones since product launch in Feb 2017

> 11 e
o ® o

€ 50,000 10 trial 2,5Mill.
Angel Investment customers Live trgnsactions

reviewed &
€350K fraud
prevented

3\ BIG DATA
7)) SCORING

barioOn @ GrRANITBANK @ transavia  AIRFRANCE #
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Volume of transactions reviewed

1,400,000

1,200,000 /

1,000,000 /
800,000 /

600,000 //
400,000

200,000 P

Jan-17 Feb-17 Mar-17 Apr-17 May-17 Jun-17

—=Transactions/month Fraudulent transactions declined

16
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Media Coverage

FINTECHZONE

FIe

FinTechRadar

Deivicakici MEDIAPIAC. POrtfolio

A gazdasagi hirforras
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Team

BENCE JENDRUSZAK TAMAS KADAR MIKLOS KISS

Business Operations Founder & CEO Product / UX
Manager

ZSOLT KADAR ATTILA TOTH

Frontend Developer Backend Developer

HSBC «€X»  Morgan Stanley il Business

®
@






Tamas Kadar, CEO

tomkadar@seon.io






image2.emf
SEON-productfeatu res.pdf


SEON-productfeatures.pdf
(G) SEON

FRAUD PREVENTION
SUPERCHARGED





WHAT WE DO

We provide the highest standards of fraud prevention by

combining big data analytics with machine learning techniques.

We replace the classic rule and blacklist based system with a
dynamic real-time scoring, machine learning platform — thus
preventing and highlighting previously unknown fraud behavior

and improving user experience.

WHAT WE OFFER

INSIGHT VELOCITY ACCURACY
Gain data-based insight from  Our system responds in real Our custom built machine
our user interface powered time, in less than 1 second, learning model instantly
by the SEON deep learning enabling you to make adapts to new fraud trends,
artificial intelligence. Detect immediate and efficient ensuring a high accuracy of
fraud in real time! business intelligence related classifying.

decision.






THE SEON SYSTEM

Merchant use case example

B INTEGRATION
Our REST APIs were developed with a strong focus on easy integration and

a flawless user experience.

DATA SELECTION
The system collects information from 62 data-fields along with a device

fingerprinting module, serving all relevant business use cases.

DATA TRANSFORMATION
The SEON engine enriches the data-fields from wide-ranging open and social

sources to provide a 360° view about the online users and transactions.

FRAUD SCORING ANALYSIS
Our scoring engine relies on advanced machine learning and human
intelligence to deliver accurate fraud scores having identified the relevant

fraud patterns.

CLASSIFICATION
Within less than 1 second, you receive a transparent decision based on the
knowledge and information gathered by the SEON engine.

~ WHAT WE DELIVER

Up to Up to Less than
90% 10% 1s

less higher decision

fraud conversion time

API PORTFOLIO





The SEON risk engine depends on various APl modules that can each be integrated modularly
or as an end-to-end solution. The integration process is simple and the guaranteed API

response time is under 1 second.

FRAUD API

S The Fraud API is the complete solution package that incorporates the
results of the 62 data-fields (incl. Email/Proxy API) and the device
fingerprinting module. Lower fraud rates and better conversion can

effortlessly be achieved by adopting the Fraud API.

EMAIL API

The Email API generates a risk score associated to a single e-mail

address based on deep social media profiling and domain verification
tools. Fake e-mail addresses can quickly be filtered with the help of the
Email API.

. PROXY API

The Proxy API generates a risk score associated to a single IP

address. The elements that are being analyzed depict a clear picture of

whether the user is trying to mask their connection.

DEVICE FINGERPRINT
The Device Fingerprint tool collects thorough insight about the devices
associated to a user. Account takeovers and multiple account signups

can easily be avoided by applying the Device Fingerprinting module.






T + A monitoring

o

Register

The T + A risk management module monitors the SWIFT transactions based on the collectable
information. This module serves as a core banking fraud monitoring tool in order to mitigate

unauthorized transactions.

Analytics and predictive capability

o Machine learning powered scoring algorithm with clear scoring and explanation
o Custom rules trough GUI capability
o Sandbox environment (Manual Page)

Reporting (for management and preparing internal statistics) and analysis (for

investigation purposes)

o Dashboard with customizable widgets trough GUI
= Custom report capability function

= Real-Time statistics
Case management and workflow (for investigation purposes)

o Lists of transactions and workflow creation trough GUI

= Multi-user and lists management capability

Real-time decision and intervention capabilities, including: Ability to take automatized

action (intervention and/or sending alerts for investigation) based on the fraud risks and
type

o Real time scoring, with custom notification capability (email/sms etc.)

= Explanation of scoring can trigger statuses and different event





Put transactions in on-hold status (block) until customer verifies and/or fraud team

investigation

o 3 status: accept, review, decline
o Custom threshold adjustment
o Whitebox solution with explanations

o Natification tool for fraud analysts on Admin Panel

Interfacing with the bank’s MobileApp for push message verification/authorization in
case of suspicious activity. Interfacing with SMS gateway for (one/two-way) SMS

message communication/authorization.

o API output can trigger events for the bank internal system (push notification /

sms/ 2fa etc.)
High level of automation. Low level of false positive.

o By machine learning both high level of automation and low level of false
positives achievable with high accuracy.

Customer profiling and behavior monitoring (individual and in a group).

o Data matching patterns, user based behavior, velocity and pattern matching

capabilities can be configurated through our Admin Panel.

Adjust database architecture, APl web service and Admin Panel to attributes provided
by the client.

o Client should enclose all the attributes handled by the API for module 1. Web

service will ready deal with this data and provide the necessary reporting, data

access, review tasks done by the fraud managers.





Customer authentication

Q-

The customer authentication module monitors the web interface of the bank, which enables to
detect account takeovers and unauthorized users. The system mitigates the losses due to

dishonest user activity.

Ability to determine whether a real bank’s customer initiated the transaction based on
a high number of attributes i.e. behavior, IP address, device ID, geo-location, time, user

history etc.

o Our Fraud API is exactly tailored to tackle fraud related problems like this. The
API collects data from 2 ways: customer & transactional data and our JavaScript
snippet for device related data. We enrich the data from many open and social
sources. We use machine learning for all the attributes to minimize false
negatives and false positives. Our proxy detecting features and deep device
fingerprint capabilities ensure our clients. We apply data matching patterns,
user based behavior, velocity and pattern matching capabilities can be

configured through our Admin Panel.
Block suspicious transaction attempts.

o Our scoring algorithm analyze the transaction lighting fast and generate an

accurate score, decision and provides explanation.

In case of corporate customers do not authorize transactions outside predetermined IP

address, device ID, location etc.

o Our Admin Panel’s Rule Configurator is capable to work with custom rules to

set up any logic based rules and instantly apply on the system, do passive

listening or try API calls in an isolated environment.






Ability to initiate strong authentication (2FA)

o 3 status: accept, review, decline
o Custom threshold adjustment
o API output can trigger events for the bank internal system (push notification /

sms/ 2fa etc.)

Decline or approve transactions that have been put in on hold status in case of fraud

suspicion.

o Through our Admin Panel it is possible to change status of Transaction which
are in review status and this event can trigger any APIl/request which are

connected to bank’s core system.






Payment fraud management

® HMNormal transactions @ Fraudulent transactions Before SEON After SEON

The payment fraud module monitors all the relevant information related to card related
transactions. The module prevents any activity related to stolen credit cards or stolen identities.

B Monitor POS, ATM, Card Present and Card Not Present transactions in one system

o One application can handle all the requests from these channels and lets
our/bank’s fraud analyst to have easy access through our Admin Panel.
o Attributes need to be declared by client’s side in order to configure current

application.

B Ability to send transaction alerts and verification/decline approval requests through

sms/MobileApp push message.

o Currently our application support triggers in response which can lead to 2F
through sms and mobile app push message. We can develop SDK for mobile
app to trigger these event, but we would recommend more to cooperate with
mobile app development team to achieve this object the most efficient way.

Real-time monitoring and intervention capabilities based on:

o Zone hopping

o Geo-location

o Anomaly detection based on behavior

o Fraud API scoring algorithm currently supports zone hopping, geolocation,
anomaly detection. We can configure current application to work with new

attributes and

Detect payment cards at common point of compromise at POS, ATM and Merchants.

o Mass blacklist possible through GUI, csv upload and via API integration.






Ability to filter based on categories simultaneously (Card Status, Class Name, ACQR
Country, ACQR IDTF, AMNT ACCT, AMNT RQST, AMNT TRAN, AUTH CODE, AUTH
DATE TIME, CARD NUMBER, CARD STATUS, EXPR DATE, MCC, MRCH
COUNTRY, MRCH IDTF, MRCH LOCATION, MRCH NAME, POS COND, POS
ENTRY, PROC CODE, RESP CODE, TERM IDTF, ADDITIONALUPDATE). The
filtering should have the ability to filter every card numbers, involving not only the

suspicious (in rules) cards.

o Our Admin Panel already support filtering, list creation capabilities. It would only
require to configure to the new attributes handled by the APIs.

We need statistics about a user investigation cases (number of investigated items for

time interval)
o This reporting capability is manageable within the proposed project timeline.

Starting from the PCI DSS, we need to see our clients ID (KUT) for the cards
identification. (Arksys contains KUT ID.)

o PCIDSS compliant

o Our cloud provider is PCI DSS compliant. Current on the on-cloud version we
deal with hashed of cards to only see the uniqueness of the cards, therefore it
is not even necessary.

Customer profiling and behavior monitoring.

o Data matching patterns, user based behavior, velocity and pattern matching

capabilities can be configured through our Admin Panel.

Multiple entry of wrong PIN monitoring.

o Managable to create a rule which handles this type of behavior.






FRAUD API

End-to-end solution
Provides a score between 0-100 and a fraud or not decision

62 pre-defined input AP| parameters

o All optional, except license_key
o Unlimited custom defined parameter (called user_label)
o More being used, better the scoring algorithm gets

o Phone and address reachability check
Lightweight JavaScript snippet for Device Fingerprinting

o Time zone, JS OS, UA, Screen size, Fonts + Plugins set Hash
o Flash + Java checking, Canvas device fingerprint

o WebRTC IPs

o DNSIP: Geo + ISP

o TCPI/IP Fingerprint

o Able to detect virtual machines, emulators and advanced fraud tools like
AntiDetect, FraudFox, Multiloginapp

Hybrid Scoring engine
o Scoring engine

= Instantly set up or adjust any rule combination based on the API input
parameters and their enriched data

= Adjust your thresholds tailored to your customers business
= |mport already existing rule sets

= Powerful tool for fraud managers to establish a smoother compliance
and KYC process.

= Our Data Science department can pre-set rules based on your historical
data or after listening to your transactions for 2 weeks

=  Provides a total white-box solution

= Velocity, pattern matching, neural network based rule sets





o Machine Learning

= With the help of our Label API, we retrain the scoring engine based on

the new information collected

= Minimize your time spent on manual reviews, rule adjustments and set

up optimized decision trees for the lowest false negative & false positive

rate
Historical data / Scoring engine
passive listening ¢
Q > Q > Q Result
+ labeling ?

Machine learning

Network of fraud patterns

o Our clients share fraud patterns and analysis in an anonymous way to ensure

the most exact predictions

o 5.000+ fraud signals and constantly growing
Behavioral Analytics

o Declare multiple action points (e.g. login, account edit, bad password try)
o Enables using 2FA only in high-risk cases

o Provides a better customer experience and higher conversion rate

o Prevent Account Takeover and other sophisticated attacks






EMAIL API

Provides deep analysis of the user’s e-mail address and provides a score on a 0-100

scale. One-step identity validation to sort out all the steps of user profiling under 1 sec
SMTP-MX verification to check if the mailbox exists

Email domain check to detect:

o Disposable, high risk providers
o No SMS verification enabled providers
o Free E-Mail providers

o Domain creation and update date

Email address creation date for some providers

B Fetching all the social media profiles with 100% accuracy level

o Facebook and Google+
= Registered or not

= If yes: Profile name, Profile URL, Picture URL

o Microsoft, Twitter, Apple, Yahoo, Gravatar, Instagram, Spotify, Tumblr, Ebay

» Registered or not

Age check using breached site data
Quick analysis
No black-box algorithms

Real time data

o All information is 100% live, only
real-time data. We don't pull
anything from stale, potentially

outdated databases.

youwillnotfindme(






PROXY API

Extra layer to IP Geolocation checks

Determines how likely and IP address is a proxy on a 0-100 scale. Fraudsters tend to

use proxies to hide their own IP address
Detects:
o Residential / datacenter ISP
o TOR/VPN/Open/SSH/RDP /Socks5, 4/ Web and HTTP proxy usage
o Common open proxy ports like 80, 22, 3389 and hundreds more

o Known spam sources (checking on spam blacklists)

o Malware and spyware / criminal netblocks / spiders / botnets and exploit

scanners






ADMIN PANEL

Dashboard full of widgets, wealthy data visualizations, geolocation maps with Google Street
View integration, connected user diagrams, custom lists — all in a modern, fully customizable

web interface. Your manual review time is reduced to almost zero.

Early customers using us

= Seamless integration

= Up to 90% lower fraud rates

= Strong pipeline of further pilots for multiple use cases
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